2019 State of Enterprise
Secure Access

Enabling Application and Data Accessibility
in @ World of Multi-Cloud and Zero Trust

New report
eveals how
nterprises are

struggling to deal

with Hybrid IT and

Digital Transformation Increasing
Hybrid IT Service Delivery
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44% 30%
Data Center + Public Cloud

Data Center + Public Cloud + Private Cloud Data Center + Private Cloud

26%

Utilize all three delivery
environments

20%

Increase in Future Spend

23%

Increase in Future Spend

Most Impactful Access Security Incidents

Malware

55%

Unauthorized/vulnerable endpoint use

52%

Mobile or web app exposure
Unauthorized data and resource access by
insecure endpoint or privileged users
e ———————) 46%
Unauthorized app/resource access including
lax authentication or encryption

61%

Little to modest confidence to
mitigate access threats

DevOps App Delivery Automation

Defining access and protection requisites
Enforcing user and device access policy
loT device and BYOD access

Dynamic access authentication and protection

Organizations Take Action to Resolve Hybrid IT
Access Security Deficiencies

Key Enterprise

A . Improve endpoint security,
Priorities 48% remediation prior to access

; 460/ Enhance loT discovery, isolation
= 0 and access control
440/ Fortify network, cloud access visibility
‘ 0 and resource segmentation
420/ Refine privileged user or service
| § 0 account-based access

N Augment app workload delivery
42% and protection
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Considering Tool Consolidation

48%

IT open to reduce
« number of tools and N
explore suites 2 " 8 0
Companies on 30 /0+ /

average use nearly Larger enterprises
3 or more tools ) use at least 30%

[NGFW, UTM, VPN, more tools
NAC, MDM]
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Contributes to Visibility, Enforcement, Audit Gaps

Access Security Tech Trends

Valued Features Software Defined Perimeter

Performance and Scalability 4% Start Project within 18 Months 56%
0

Data Center and Cloud Planning Project
Platform Support beyond 18 Months 14%
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User Experience, Client

and Client-less Operation
s 5 80/
Identity and Endpoint

access management
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Price and Ease of Administration

Outsourcing
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Planned increase in

Use MSSP for next 24 months

Secure Access

Remote VPN and Cloud Access 37% MDM/BYOD

IAM and CASB NAC

39%

NGFW Management 39% SDP 35%

Get the full report and learn more about Hybrid
IT and Zero Trust Network Access trends at Secure:
www.pulsesecure.net/SESA19
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